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) We Shape Future Mobility

Development partner to all major passenger and commercial
vehicle OEM worldwide.

Systems supplier of crucial powertrain and air conditioning
technologies with TOP 3 market position in core products.



About the presenters

Lucién Stuivenvolt Cyril Stock

= |Lead Engineer for R&D functions at MAHLE, Germany with

= Head of ASPICE assurance, Cyber Security and Functional ) _ _
almost 20 years of experience in the Automotive Industry.

Safety at MAHLE, Spain.
= Of which 15 years of experience in product development as

= Over 30 years of experience in R&D Quality. _ _ _
development engineer and project technical leader.

= Since 2009 in the Automotive market and for the last almost 10
years working on implementing the ASPICE requirements at
MAHLE.

= Since 2020, part of the MAHLE process, methods, and tools
team working as Lead Architect for process modeling in

Stages.
= Achieved an ISO 9001 certification till recently an ASPICE level 3

certificate. = Achieved the ISO/SAE 21434 certification.
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Process modeling in Stages, how it actually started?

= Company wide program to transform the fragmented PLM landscape into one

2018 2019 2020 2021 2022 2023 PLM.

= Harmonization and standardization of PLM of processes, methods and tools.

» Due to the complexity of the Product Portfolio (from mechanical component to
OnePLM/Stages (2021)

complex system with MECH, HW and SW components) and the external
ITIFIHLE \ norms to comply to (e.g.: ASPICE, Cybersecurity, Functional Safety...) need

Time —» of a strong process management with process tailoring possibilities.

» Stages as process modeling and process management tool.

e MAHLE processes
Processes in Stages
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Process modeling in Stages, how it actually started?

= Adaptation and extension of Automotive Process Framework (V4.1.3):

Projéct Functional Safety

2018 2019 2020 2021 2022 2023

Project Cybersecurity

Software Test Against
Requirements Software
Analysis Requirements

Software ;ntegrfise %( Test n
Avehitectural g:m's“ ; wralre
Design rchitectural -
Design

Software

Detailed ‘Software Unit
Design & Unit Test
Construction

Hardware Sample Production

Mechanical Sample Production

OnePLM/Stages (2021)
Project Risk. Product Quality Configuration Resolution &

Management Management Release Assurance Management Change
Management

MAHLE

Time —

[QLZ; Automative Process Framework developed using 2 stages

070: Product Release

e MAHLE processes

160 Project Logstics

Processes in Stages T o e

190 Probiem Resalution Management
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Process modeling in Stages, how it actually started?

= Release of the first version of the MAHLE-wide harmonized Product

Development Process (PDP) in Stages:

— Several MAHLE specific domains/disciplines added.

— Few MAHLE specific practices added.

— Complete PDP lifecycle with phases and milestones identifying all the

First release OnePLM PDP process (2023) works products with required quality levels.

2018 2019 2020 2021 2022 2023

OnePLM/Stages (2021)

Design release for validation

MAHLE

Time —

* & 6 e
)= D == D = D =

® ¢ ¢ ¢ ¢ ¢ ¢ <

e MAHLE processes
Processes in Stages
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Process modeling in Stages, how it actually started?

Achieving a first release was already a
big success...

... but only a step in our journey towards
cybersecurity engineering and ASPICE certification.
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Early wins, the ISO/SAE 21434 certification

= From July 2024 on, compliance to UN R155 - Cyber security and cyber
security management system was mandatory for new vehicle registration by
OEMs.

2018 2019 2020 2021 2022 2023

= MAHLE set in 2022 a program to achieve during 2024 an ISO/SAE 21434

CySec in Stages (2022) certification.
OnePLM/Stages (2021)
MAHLE | Resoucing | ; 3 Wrap-up and |
{ Speech | and {Buildphase 1| Buildphase2 | Build phase 3 o oo Build phase 4{ govemance |
Time —» Cvb it pandplan i g ework | i i H co;nh;ﬁ:un ; i transfer |
ybersecurity i : i | i ; 3
BUILD |Engineering NN
Program
; Start ISOISAE 21434
Program Kick-off d;elFo’g’rcniﬁ TUV Sud Certification

Cybersecurity
I ————

RUN Organization

2022 2023 2024

e MAHLE processes
Processes in Stages
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Early wins, the ISO/SAE 21434 certification

Baseline 1 Baseline 2

Focus on Project dependent activities Focus on Continual monitoring activities

- Cybersecurity Interface Agreement - Cybersecurity Engineering Incident

- Cybersecurity Plan Response

- Threat Analysis and Risk Assessment - End of Cybersecurity Support

- Cybersecurity Concept Communication

- - Cybersecurity Vulnerability Analysis and
h Management

- Weakness Analysis

° i i i . . | Wrap-up and !
HIRHEE ;%ef;‘g; e el phase 1 |  Buidphase2 | Build phase 3 ;B;',';j]g{;‘iigﬁn Build phase 4 B ance |
Cybersecurity framework phase transfer
BUILD |Engineering NN e
Program

Program Kick-off Start fprocess Start ISO/PAE 21434 ISO/SAE 21434
Cybersecurity development TUV Sud Pre-audit TUV Sud Certification
RUN b

Organization

2022 20“&3 2024
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Early wins, the ISO/SAE 21434 certification

MAHLE

Cybersecurity
BUILD |Engineering
Program

Cybersecurity

RUN Organization

Baseline 3

il

Focus on Continual activities

- Tool Management

- Organizational Audit

- Cybersecurity Continuous Improvement

F
Adjustment according to Pre-Audit results

and Pilot Project feedback

ocus on getting the process lived
Selection of a pilot project
Establish bridge between corporate CSE
process and local PDP processes
Feedback of real life to build team

Resourcing | | iBuild and run Wrap-up and
;p()jeelc;t:] and | Build phase 1 | Build phase 2 Build phase 3 | completion Build phase 4; governance
' P framework : ' phase transfer

Program Kick-off

o <

Start ISO/PAE 21434 jJ

Start process

development TUV Sud Pre-audit

l IBO/SAE 21434
TUY Sud Certification
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Start Project Pilot

20#3

2022

Internal Alidit

2024
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Early wins, the ISO/SAE 21434 certification

v Full project and organizational cybersecurity engineering
process landscape modeled

Process interfaces to System, Software, Purchasing and
Manufacturing Engineering modeled.

Link to defined work instructions and templates.
Compliance to ISO/SAE documented.

2018 2019 2020 2021 2022 2023 2024

S X

First release OnePLM PDP process (2023)
CySec in Stages (2022)

OnePLM/Stages (2021) X}

MAHLE \

Time —

v Link established between the modelled process in Stages
and the local PDP that engineering teams are following.

(=

= Strategy of the audit was:
— For each requirement starting by showing the process in Stages
and the associated methodologies and templates.
— Then showing evidence that the process is used through pilot
project examples.

e MAHLE processes
Processes in Stages
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Early wins, the ISO/SAE 21434 certification

fully in
ISO/SAE 21434 certification passed successfully
July 2024.

2022 2023 2024

% ©

021 _—
2019 2020 2 ; e
2018 CySec certification (2024) &
CERTIFICA TE

No. ITs1 066064 0003 Rev. 00

i - Holder of Certificate: MAHLE International GmbH
ocess (2023) PR
First release OnePLM PDP pr GERMANY
I Site(s): MAHLE International Gmpy
Pragstr 26-46, 70376 Stuttgart, GERMANY

CySecin Stages (2022) MAHLE Electronics 5.,
y Calle Nicotas Copermico 12, Paterna, 46980 valencia, SPAIN

MAHLE Electric Drives Slovonlja d.o.o.

Polje 15, 5290 Sempotor Pri Gorici, SLOVENIA

OnePLM/Stages (2021)

Certification Mark:

MAHLE

Time —>»

Type: Secure Product Developmem Lifecycle

HE e CEPTUOUKAT ® CERTIFICADQ ® CERTIFICAT

Scope of Certificate: Road Vehicles -
Cybersecurlty Englneerlng Process
(Cyber Securlty Management System)

Applied ISO/SAE 21434:20¢
Standard(s):

The Certification Body of TUV SUD Product Service GmbH certifies that the Company Mentioned
above has establisheq and Is mnaintaining a management System which meets he requirements of

the listed standards. The results are Oocumv.-nwa in a report
See http /www, tuysug COM/ps-cert for detaiis,

*
w

=

<

Q

w

=

™ Report No.: 713304308.02

w

© Valid until: 2027-09-04

*

-

<

x

w

- Date, 2024-09-27

e

-

w

N Page 101 Tov

e MAHLE processes
Processes in Stages

i 2026/03/10
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2024, a wind of change

= End of 2024 the harmonized PDP was planned to be rolled out in a

2018 2019 2020 2021 2022 2023 2024 2025  firstbusinessunit

% ®

CySec certification (2024)

-y » Pilot projects raised a major issue: the defined tailoring concept was
First release OnePLM PDP process (2023) not capable to reduce the complexity of the modeled processes to

CySec in Stages (2022) the needs of the development teams.

OnePLM/Stages (2021) X} (s)/tages Archived FuSa ASPICE
MAHLE \ CSE e ——y,
Time —— E‘} Developed Ne;e'wgéi:eés

* process

‘
_a = v 0.\ \N
=" \| \J N

! ~ MECH
HW, SW, MECH

The concept of one single harmonized PDP reached

== MAHLE processes its limits; redefinition of the program was inevitable.

Processes in Stages
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What happened in 2024? 2024 in a nutshell and how process and tools

where affected

2023 2024
4 ‘ ) CySec Integration 4 )
, ©> (methods & templates aligned) CySec certification @ @ é__S_F_’ICE
g & 'PROJEG@
@D =n,
stages @ , Stages Archived (since end 2024) @ == @
N ) : o N J
p N : Program redefined @ - ~N
[\ Great, but now we only have a few
—~ ASPICE level 2 months left to reach ASPICE Level 3
({ Q (since 2023) i
N But we did not have
HARMONIZATION Customer Project tO Start from ZerO!

\_ Requesting Ivl 3 \_

ALM PPf Process
-

> New tool implementation rejected
+ New tool implementation continued
New tool implementation not rejected

\_
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ASPICE, A journey since 2018

v/ 2018: Started to introduce the ASPICE requirements in our

2018 2019 2020 2021 2022 2023 2024 2025 :
development processes and projects

v' 2018: Chosen to implement Polarion as main ALM tool

v 2021: ASPICE level 1 achieved

v' 2023: ASPICE level 2 achieved

MAHLE S °

Time —

QMS Valencia
(since 2018)

ASPICE level 1 ASPICE level 2
(since 2021) (since 2023)

m—— MAHLE processes

Steady growth in maturity over the years

Processes in Stages
e ASPICE Many good practices implemented and lived
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First step (to success)

Early 2025 — Some decisions had to be taken

2023 2024 2025
CySec Integration
(methods & templates aligned) CvSec certification

Rt et

2022) &
S

tages Archived (sin

L2 end 2024)

——(x

ASF‘IC% level 2
(since 2023)

@ Customer Project
Requesting v 3
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ISRV

ANENRNAN

Successful process model demonstrated in Cyber Security audit
Lot of (harmonized) know how in the Archived processes
Enhanced tool capabilities, best fit to process definition needs

Many good practices available in our ALM tool (via Project template)
Successfully supported multiple ASPICE level 2 assessments
However, weak on process and method definition

Process maintenance lacking +

» Combine strengths of both (Stages and ALM experience)
» Save on cost and time — avoid re-doing things again

-4

» Improve weakness on Process maintenance (pitfall prevention)
» Develop & Implement a tailoring approach

MHAHLE



Project Template (ALM) Re-use of existing information

Introduction In search for a smart solution
Pl § | | | |
u‘, v Our Project Template defines a predefined Project set-up
T

v It supports the Project team and facilitates to all Domain development
v A collective and controlled set of Work Products and more (see next slide)
v" A continues improving & adapting environment, started in 2018

v It's setting the defined approaches and way of working
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Project Template (ALM)

Basic set-up

POLARION

(=

Project Template

Folder Structure @
Checklists @

Work Items & W1 flows @
Standard Reports @

YV VVY
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Home o

iL. Resources

Planning

%] Requirements

Development
Testing
Changes and Issues

Quality and Safety

Work tems
Documents & Pages
Plans

Test Runs

Baselines
Collections

Monitor

Report Content

Stake. Regs.

Re-use of existing information
In search for a smart solution

oo
LAl

Workflow Details

4.2 Configuration Items

All Configuration ltems (Cls) are defined (reviewed and accepted) a
only the Cls which are applicable in the current phase

F - All Cls are defined and created (when applicable) as defined in the plal
L - Most of the Cls are defined and created {when applicable) as defined i
P - Some Cls are defined and created {(when applicable) as defined in the
M - Cls are not available or are not created (when zpplicable) as defined ir

Status
Check Resclution
Remark
. . ot
a
[
v,
Verified)
Request Approval
»
-
~
-
~

o4 1N Review

Roject

Domain Regs.

MAHLE



Re-use of existing information
In search for a smart solution

== =0
! | I i;-“..__-w!;_,__!!!i S

(more on that later)

A
|
J
Lol
, de!
. .Conﬂgumﬂonmmﬂan

Plans ridge between Standard and Defined

, —
| R |
]
— |
| —
: o ~ —
N — [ i
Y .Qulltymnagementl’lan '
| .
| &
rery——
1]
e
f
—

MAHLE

ALM)

(

t Template

lec

Proj

Pre-defined Plans

sl

» Pre-filled Plans & Templates

Project Template
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P rOj eCt Te m p I ate (AL IVI ) Re-use of existing information
Configuration ltems & Roles In search for a smart solution

Planning * B Configuration Management Plan

PDP-24794 [CMP] Configuration Management Plan @

(@

Description: This Configuration Management plan defines how to establish
and maintain the integrity of all the work products of this proj

Project Template sty Craeria: T PP 24536 - EEMPR) Confguration Manad /Al Plans Combined,
over 200 CI defined

Template

Configuration Location
Polarion > Project > Planning

> Pre-filled Plans & Templates e -

Configuration Manager

» Configuration Items (@ \
» Roles & Role descriptions (2) 0 @

[ Over 75 Project Roles defined
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Summary on ALM experience

2023 2024 2025
K
ASPICE level 2 S—
(since 2023)
Customer Project
Requesting Ivl 3
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Good practices to keep

v" Re-Use the good practices available




Re_use Of Arch|ved Processes Re-use of existing information

In search for a smart solution

Supported by
Process

Governance

Re-

use/Copy
24 2025 2026 PR
Process Some iterations can be required
Stages Archived (since end 2024) Inform & Final
Train Review & Adapt e Review &
i Process Links to
' Process Analyze Information Polari Release of
olarion
: Owners Process

v Archive Re-used (where possible)

stages — Development
Processes: BU Powertrain &
Charging (since 2025)

Update
Modeling
guidelines
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Process Relations
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\__/

Relates to

Ability to show Interfaces with other related processes

A strong point when modeling in Stages

-

~

-

~

Requirementz Speafication

Process Step

MHAHLE



Summary of Stages
Process Modeling

2023 2024 2025
CvSec Integrafion
methods & templates aligned) CvSec certification

Bl Wit

2022) l
Stages Archived (since end 2024)

E (oF stages
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Early 2025 — Some decisions had to be taken

Archived processes re-used where possible, otherwise edited

All processes released for the Business Unit

Modeling guidelines updated along the way

Process Owners and PIM’s (see next slides) trained on modeling

URL linking (towards ALM) introduced in all Processes

MHAHLE



Implement a smart solution

Configuration Management Plan

PROCESSES  DEPENDENCIES ~ STAT @@ Stages

o

T stekehg [
Red

Qo

DESCRIPTION

@I on: Configuration r«'anage”eh \

N

¥

Bring Stages and Polarion together

To re-use what is already available

. PDP-24794 [CMP] Configuration Management Plan

Description: This Configuration Manag plan defi how to

and maintain the integrity of all the work products of this project and make th
em available to concerned parties.

Quality Criteria- |'; PDP-24836 - [CMPR] Configuration Management Plan Re

view Report

Template

Connguration Manageme:

Configuration Location
Polarion > Project > Planning

~ POLARION
Configuration Manager

URL links to Polarion

Software Architecture Traceability Model L

NAME

< /2 Software Architecture Traceability Model \@©

| . S

Ddscription of the different Polarion work items used in Software Architecture process. This wil

=)

= MNaming convention.
» Mandatory and optional fields.

Configuration Manager

.

onfiguration
G Creste! Bunﬁﬂmhw I Put
X@ N

Performing Configuration
Management

Backup and Archive Project Data
Procedures

DESCRIPTION

RASIC = Stages build in Functionality
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2026/03/10

' : .
0 POLARION

# MS-6911 - CM / Configuration Manager

» Waork Item links definition.

stages

| contain:

SW Architectural Design Guidelines = [i SW Architecture Traceability Model

POLARION

FOLARION

MHAHLE



Process Governance

Manages the process management program

Strengthen our Process culture

Overall lead for
& engineering business

function

& Engineering Process

Owner Global

. ] . Process Improvement
Responsible for the planning, definition, % Manager

approval, deployment, control and
improvement of a process group

Process Group
Owner

Responsible for the planning, definition,
approval, deployment, control and &
improvement of all processes within a

certain scope Process Owner

Controls the instantiation of a process &

area
Process Instance Manager
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Defines the technical implementation
of a process architecture
& Ensures overall consistency of processes

Process Architect

Expert in a specific topic like
ASPICE, Functional Safety,
Cybersecunty

Subject Matter Expert

MHAHLE



Process Tailoring

From Standard to Defined process for the Project _ .
Tailoring is noted per Process

Process and Plan are compared

Software Mo tailoring Accepted
Requirements

Analysis

Software Detailed W.P: coding guidelines and The project is The content is Tailored
Design and Unit the coding checklist using the previous | equivalent to the new

Construction version with some  version

added information

Component Test Cases

[x+ﬂ?HH\

Software Unit W.P: unit verification checklist | The project has The content is Tailored
Verification added additional | improved
A ———— \ checks

- S *""'TF:IF | p P -

| — = 1 ) : Software Infegration = Activities: This has been There are not T.out

4 S E: I i E lil i Verification Develop Software Intra introduced for component

' ! } 1 ITL U “”; i: Compaonent Test Cases ASPICE 4.0 projects | requirements

'1 = ifi 1|'. S Review Software Intra only.

i) =1 = 3

s e

N AT
w—r-7
W
N

Accepted (no tailoring needed), Different (Tailored),

Added (Tailored), Removed or Not Done (Tailored Out)
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Moment of truth ASPICE level 3 capability confirmed

2018 2019 2020 2021 2022 2023 2024 2025

onfirm
Management Summary c
Process and Capability Profile mnHLE
. . £ i E® Asgcs,\ll\('n'\
:d) CySec certification | nevea nan Automative SPICES L
8 achie - . 33002 In @ assSess
according 10 1SONEC -
$tart Capability Level 3
Journ¢ | Automotive SPICE v3.1
SYSs.2 System Requirements Analysis F F F F 3
SYS.3 System Architectural Design F F F F 3
SYS.4 System Integration and Integration Test F F F F 3
m n H LE SYS.5 System Qualification Test F F F F 3
SWE.1 Software Requirements Analysis F F F F 3
Ti g SWE.2 Software Architectural Design F F F F 3 ” EAN).
ime " SWE.3 Software Detailed Design and Unit Construction F F F F 2 € 6(1), SUP-A¢
SWE .4 Software Unit Verification F F F F 3
SWE.5 Software Integration and Integration Test F F F F 3
QMS Vale | swes Software Quallfication Test F|F|F F 3
(Since 20 SUPA Quality Assurance F F F F 3
SUP.8 Configuration Management F F F F 3 N N
SUP.9 Problem Resolution Management F|F | F F f9  tages — Developmen =
SUP.10 Change Request Management F| F|F F B rocesses: BU Powertrain &
MAN.3 Project Management F F F F 3 ;harging (Since 2025) o e
' UuDlUIIIG.I T 1VJGuL ASPICE |eve| k _:1,(-‘-«:'"" s ,f‘.“.,\'».:: and ¢
e MAHLE processes Requesting vl 3 (since 2025) \
Processes in Stages z SOFTWARS
Solutions
= ASPICE

Aaw Bronmmriitind

i i o Macand
rEB e & s —
Seanmasinn €ON
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Conclusions

= Always connect Process Improvements with 1 or more customer project(s):
— Project time constrains usually requires for smart and efficient solutions
— The improvement or process is really lived
— Project team gains experience and provides feedback to improve

= Don’t start from scratch, having a basis or foundation supports significantly
— APF Modeling Framework & standard modeling guidelines
— Archived processes and good practices

» Harmonization can be easier reached by taking teams/people to a new environment or tool
— It will avoid the “My configuration is better than yours” discussions
— It takes them out of their comfort zone, forces teams to understand the other perspective

It doesn’t need to be perfect; it needs to be working!
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Next steps

Increase maturity of processes modelled into Stages.

Explore and introduce tailoring functionality of Stages.

Create further project instances to consolidate our certificates and ensure the process continuous improvements.

Incorporate pilot project lessons learned into the process governance.
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